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TTEEAACCUUPP is designed to be the core element of Public Key Infrastructure (PKI). It supports
integrated functionality of Certificate Authority (CA) and Registration Authority (RA), which
makes it optimal and efficient solution for small and medium PKI installations. TEACUP
encompass highest class security solutions. It's correctness and fidelity is proved by the
certification according to Common Criteria EAL4 level with high security function strength.
Basing on that Internal Polish Security Agency approved TEACUP for systems with up to
“Secret” level informations. TEACUP is unique composition of hardware component
(HSM++), dedicated application, data base, cryptographic key tokens and PC workstation
together with optional WWW, SCEP and LDAP servers. All the most important data and
operations are always performed in hardware component, which is more than a HSM in that
it “understands” information it processes. Cryptographic keys never never leaves in plain the
hardware components. Moreover CA private key is stored on smartcards with split
knowledge schema. Cryptographic algorithms are fed with true random bitstring coming from
thermal noise. Despite its high-end security TEACUP is still easy to operate due to wizard
based PC application.

CA & RA FOR PKI

y Split knowledge mechanism for CA 
private key storage

y Hardware components employs 
tamper resistance & evidence

y Cryptographic keys held on smartcards
and USB tokens

y Smartcard readers with locks (only the
owner can get the card back)

y HSM++ equipped with own PIN-pad
and display for local management and
PIN entry

y „Panic” button disarms the device

y Dedicated interface for maintenance

y Embedded security controller with
battery backup

y Mechanisms for hardware and 
software integrity verification

y State management of HSM++: 
operational, transport, in-danger, dead

y Hardware true random bitstring generator

y Secure (encrypted and authenticated)
software upgrade technology

y Easy to operate in spite of high security

y Versatile solution because of Public Key
Infrastructure (PKI)

y Easy adaptable for new solutions

Key Management System

TEACUP

CERTIFIED TO “SECRET” LEVEL

DEEPLY EXAMINED PROTECTIONS

EASY TO OPERATE

IMPORTANTSECURE PKI

KEY FEATURES CURRENT APPLICATIONS

y CA and RA for encrypting analog tele-
phones CYGNUS: Silver, Gold, Platinum)

y CA and RA for encrypting ISDN tele-
phones CYGNUS: Diamond, Titanium,
Titanium+

y CA and RA for encrypting GSM tele-
phones CYGNUS

y CA and RA for encrypting plug-in REA
for two-way radio

y CA and RA for encrypting ISDN NT2
terminals: ONYX1001, AGATE-P,
AGATE-T

y CA with LDAP and RA via SCEP for
VPN routers NEFRYT
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TECHNICAL DATA 

HSM++ SECURITY

TTAAMMPPEERR  PPRROOOOFF y robust mechanical design

TTAAMMPPEERR  EEVVIIDDEENNTT,,  IINNTTEEGGRRIITTYY  CCHHEECCKK y mechanical, electronic sensors 
y encrypted and signed software
y individual per HSM++ cryptographic key for integrity check

CCRRYYPPTTOOGGRRAAPPHHIICC  KKEEYYSS  PPRROOTTEECCTTIIOONN y generation based on true random bit generator (RBG)
y secure media with PIN
y split knowledge (2/8 schema, CA keys only)

DDAATTAA  PPRROOTTEECCTTIIOONN y exported data is signed, sensitive additionally encrypted

SSOOFFTTWWAARREE  UUPPGGRRAADDEE y Secure Upload technology (TechLab's 2000 proprietary)

CRYPTOGRAPHY ALGORITHMS

AASSYYMMMMEETTRRIICC y RSA 1024 – 4096 bits (PKCS#1)

SSYYMMMMEETTRRIICC y AES: key 256 bits, block 128 bits (FIPS 197)
y IDEA: key 128 bits, block 64 bits 

DDIIGGEESSTT y SHA-1 and SHA-256 (FIPS 180-2)

RSA OPERATIONS RATES FOR 2048 BITS KEYS

KKEEYY  GGEENNEERRAATTIIOONN y typically 33 s but usually unnoticeable due to background operation

SSIIGGNNAATTUURREE  GGEENNEERRAATTIIOONN y 90 ms

SSIIGGNNAATTUURREE  VVEERRIIFFIICCAATTIIOONN y 15 ms

DATA FORMATS

PPUUBBLLIICC  KKEEYY  CCEERRTTIIFFIICCAATTEESS y X.509 v3 (DER coded X.690)

CCEERRTTIIFFIICCAATTEESS  RREEVVOOCCAATTIIOONN  LLIISSTTSS  ((CCRRLLSS)) y X.509 v2 (DER coded X.690)

SSIIGGNNAATTUURREE y PKCS#1_v1_5

CCEERRTTIIFFIICCAATTEESS  AANNDD  CCRRLLSS  DDIIRREECCTTOORRYY y LDAP

RREEMMOOTTEE  CCEERRTTIIFFIICCAATTEESS  RREEQQUUEESSTTSS y SCEP

INTERFACES

AAPPPPLLIICCAATTIIOONN y USB 2.0 full-speed

AAUUDDIITT y USB 2.0 full speed

ACCEPTABLE MEDIA

IINNFFIINNEEOONN  SSLLEE6666CCXX332222PP  WWIITTHH  

CCAARRDDOOSS//MM44..0011AA  ((SSIIEEMMEENNSS)) y CA and user keys

IINNFFIINNEEOONN  SSLLEE6666CCXX332222PP  WWIITTHH  

SSEETTEECC  SSEETTCCOOSS  44..44..11  ((SSEETTEECC)) y CA and user keys

SSEECCUURREE  UUSSBB  DDEEVVIICCEE y user keys

PC REQUIREMENTS

SSYYSSTTEEMM y Windows XP


